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The Information Security Dictionary

a compendium about the terms of IT-Security

Defining over 1,200 of the most commonly used words in the security field

Luebeck, September 19, 2004 — The newly released Information Security Dictionary (1st Edition)
(published by Springer Science) offers information security experts, systems analysts, policy
makers, managers and students a reference tool to find the most commonly used terms in the
field. The dictionary defines these terms in easy to understand language, provides more detail in
Tables and easy cross-referencing leading the reader to related terms if need be.

Details about the book:

Gattiker, Urs E. (2004) The Information Security Dictionary Defining the Terms that Define
Security for E-Business, Internet, Information and Wireless Technology Series : The Kluwer
International Series in Engineering and Computer Science (Springer Science — Foundations of
Computing , Vol. 767. ISBN: 1-4020-7927-3. Available at bookstores near you, online
booksellers and from the publisher at:

http://www.springeronline.com/sgw/cda/frontpage/0,,5-156-22-33310929-0,00.html

The dictionary is published both in electronic and printed form, thereby offering users easy online
searches as well as finding the terms online. As Professor Urs E. Gattiker (Ph.D.) from the
security portal CASEScontact reported, the idea of the dictionary was based on his experience
attending various security conferences that often neither panel members nor the audience were
always sure about the terminology being discussed.

In contrast to established disciplines, information security experts have the challenge to work in a
rapidly developing field that has yet to find a shared vocabulary. In turn, it is often difficult for
experts and users alike to be sure that one understands certain concepts fully without referring to
a reference document. The Information Security Dictionary is a handy tool that provides one with
the definitions of over 1,200 items most often used by system administrators, software engineers
and security experts. What makes the dictionary especially helpful is it being:

e concise,

e providing help for non-technical users, as well as
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e depth for experts (e.g., different types of worms, viruses, hacking attacks
are defined), and

e links and references to related terms (e.g., virus and worms), and, most
importantly,

How Does it Work?

The Information Security Dictionary is published both in electronic as well as a hardover printed
version.

The electronic version provides for easy online searching while the hardcover copy can be used
in one’s reference library. Besides providing the reader with information about related terms so
additional information is easily found, the dictionary offers the reader extensive appendices
providing links and information to:

e glossaries and news information regarding cybersecurity,
¢ tools and software sites enabling one to better protect critical systems,

e information about new regulation regarding e-commerce, privacy, and
telecommunication,

e standards, and

e newsletters, alerts and skill development tools and tricks regarding
information security.

The Information Security Dictionary focuses on concepts rather than implementation.

Quotes

,IT security is a newly emerging discipline that is of utmost importance in a world, where we are
becoming ever more dependent on information that is being transported and/or stored on:
residential computers, including notebooks and personal digital assistants (PDA), in data
warehouses and also a country’s critical infrastructure. Unfortunately, it is sometimes difficult to
keep track of new terminology or have two experts agree on how to define the problem. This
further complicates matters for users and decision-makers alike. The Dictionary tries to reduce
this confusion and bring in a bit of order” said Urs E. Gattiker, Professor for Management and
Information Sciences at ISNM. “The Information Security Dictionary is based on our need for
reducing complexity by sharing a vocabulary that facilitates communicating about a complex
matter, while helping to better protect critical infrastructure and information.”
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“Often it is difficult for an educated reader to understand journal articles or books dealing with
security issues because it is unclear how the author may have defined certain terminology *
states Gattiker, Professor for Management and Information Sciences at ISNM and director of
CASEScontact in Germany. “But a system administrator trying to convince top management of
the need for additional vigilance regarding security needs to be able to explain basic terminology
to an audience that is focusing on the bottom line. This is where the Information Security

Dictionary comes in.”

Contact

Professor Dr. Urs E. Gattiker
CASEScontact

International School of New Media (ISNM)
Media Docks

Willy-Brandt-Alle 31C

23554 Luebeck — Germany

Telefon 1:
Telefon 2:

Fax:
eMail:

+49 179 9166-301
+41 76 505-1298

+49 451 2803-3190
WebUrs@WebUrb.com
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About Urs E. Gattiker

Urs E. Gattiker, Ph.D. is a Professor of Management and Information Science at the International
School of New Media (ISNM) at the University of Luebeck, - Germany (see below).

He has written extensively in the areas of technology management, end-user computing and
information security including but not limited to The Internet as a Diverse Community (2001 —
Lawrence Erlbaum) and Viruses Revealed (2001 with David Harley and Rob Slade). He
compiles, writes and edits the newshboard and weekly e-zine Information Security this Week
(http://security.weburb.org/frame/newsboard/other/newsboard.html).

He is also director of the German node of CASEScontact - a network of nodes amongst some
countries to help endusers and small and medium-sized enterprises (SMEs) to effectively protect
information and manage computer systems’ security (http://CASEScontact.org).

About International School of New Media (ISNM) — University of Luebeck

ISNM is an affiliate institute of the University of Luebeck and part of the European Campus for
Digital Media in the Hanseatic City of Luebeck. Its innovative curriculum facilitates
interdisciplinary and intercultural studies offering students an 18 month postgraduate degree --
Master of Science in Digital Media.

The school’s 14 professors and adjunct faculty as well as its 50 students represent over 20
countries.

For more information, please Vvisit www.ISNM.de
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